
_____________________________________________________________________________________ 

Todd Mutchler 
P. O. Box 2868 

East Peoria, IL 61611 
____________________________________________________________________________ 

 
EDUCATION 

 
 
2025  Current Graduate Student at the University of West Florida, Ferry Pass, FL 
 
2003  Bachelor of Science, Criminal Justice & Sociology, Illinois State University,  
   Normal, IL 
 
1993  Associate of Applied Science, Police Science, Illinois Central College, East  
   Peoria, IL  
 

 
MOBILE AND COMPUTER FORENSIC TRAINING 

 
2025  * AirTags and Tracking Technology: Investigative and Legal Perspectives,   

 National White Collar Crime Center 
* Searching for the Digital Evidence in Your Physical Crime Scene: Part 1, 
 National White Collar Crime Center 
* Investigating Swatting, National White Collar Crime Center 

  * Developments and Trends of 2023 Cyber Attacks to Public Safety, National  
   White Collar Crime Center 
  * Exploring IP Address Manipulation: Nuances, Techniques, and Impacts,  
   National White Collar Crime Center 
  * Cyber Sexual Abuse & Human Trafficking: Understanding the Nexus, National  
   White Collar Crime Center 
  * Narrowing the IoT Divide: Officer Safety in the Digital Age, National White  
   Collar Crime Center 
  * Intelligence Analysis, National White Collar Crime Center 
  * FC125 Technology-Facilitated Elder Fraud, National White Collar Crime Center 
  * Analytical Tradecraft for Law Enforcement Agents, National White Collar Crime  
   Center  
  * Encrypted Communication Platforms, National White Collar Crime Center 
  * Expanding Your Arsenal with Malware Analysis, National White Collar Crime  
   Center 
  * Intelligence Analysis: Asked and Answered, National White Collar Crime Center 
  * Cyber-Enabled Firearms Trafficking, National White Collar Crime Center 
  * Operational Risk: Fighting Check Fraud, National White Collar Crime Center 
  * ICAC-Telegram Investigations, National White Collar Crime Center 
  * The Latest Criminal Use for AI, National White Collar Crime Center 

 
 
 



2024  * CI133 OSINT 2: Deep Web Searching, National White Collar Crime  
   Center 

* CS100 Introduction to Computer Networks, National White Collar Crime Center 
* Human Trafficking in the Digital Era, National White Collar Crime Center 
* Cyber Organized Crime, National White Collar Crime Center  
* CI106 Ransomware: An Introduction, National White Collar Crime Center 
* FC175 Victim-Centered Solutions to Elder Exploitation 
* ICAC-DF122 EZ Tools 3: Prefetch with PECmd, National White Collar Crime  
 Center 
* FC123 Intellectual Property Theft: Time to Make a Difference, National White  
 Collar Crime Center 
* FC104 Financial Investigations Basics, National White Collar Crime Center 
* FC141 Human Trafficking Awareness, National White Collar Crime Center 
* FC160 The Elder Abuse Guide for Law Enforcement, National White Collar  

  Crime Center 
* CS106 Introduction to Cybersecurity for Law Enforcement Executives, National  
 White Collar Crime Center 
* CI120 Obtaining Cross-Border Electronic Evidence, National White Collar  
 Crime Center 
* CI100 Identifying and Seizing Digital Evidence, National White Collar Crime  
 Center 
* CI099 Introduction to the Internet of Things, National White Collar Crime Center 
* Secure Android, National White Collar Crime Center 
* Secure Facebook, National White Collar Crime Center 
* Secure Twitter, National White Collar Crime Center 
* How Money Moves National White Collar Crime Center,  
* Protecting Yourself While Connected to the Internet, National White Collar 
  Crime Center 
* Financial Crime Investigations: Asked and Answered, National White Collar  
 Crime Center 
* Transnational Gift Card Scam and Money Laundering Investigation, National  
 White Collar Crime Center 
* CI156 Post-Seizure Evidentiary Concerns, National White Collar Crime Center 
* ICAC-DF123 EZ Tools 4: Lnk Files and Jump Lists with LECmd and JLECmd,  
 National White Collar Crime Center 
* ICAC-DF120 EZ Tools 1: Digital Forensic Triage, National White Collar Crime  
 Center 
* ICAC-DF121 EZ Tools 2: Timeline Explorer, National White Collar Crime  
 Center 
* ICAC-Digital Forensic Triage with EZ Tools Overview, National White Collar  
 Crime Center 
* ICAC-DF124 EZ Tools 5: ShellBags Explorer, National White Collar Crime  
 Center 
* Secure Skype, National White Collar Crime Center  
* Secure Mozilla Firefox, National White Collar Crime Center  
* FC240 Financial Crime and Human Trafficking, National White Collar Crime  
 Center 
* Clearnet Investigations of Cyber-Enabled Fraud, National White Collar Crime  
 Center 
* WI100 Stress & Resilience in Law Enforcement, National White Collar Crime  
 Center 



* CI103 Introduction to Cell Phone Investigations, National White Collar Crime  
 Center 
* WI110 STORM #1: Physical Fitness, National White Collar Crime Center 
* CI105 Preservation Letters: Their Vital Role in Investigations, National White  
 Collar Crime Center 
* WI111 STORM #2: Nutrition, National White Collar Crime Center 
* CI111 The Dark Web: An Introduction, National White Collar Crime Center 
* Secure eBay, National White Collar Crime Center 
* CI155 Online Undercover, National White Collar Crime Center 
* Secure Signal, National White Collar Crime Center 

 
2023  * CI157 Mobile Digital Devices and GPS, National White Collar Crime Center 
  * CI131 Introduction to Social Media and Networking, National White Collar  
   Crime Center 
  * Linguistic Forensic Science: A Primer for Cybercrime Investigators, Digital  
   Forensic Examiners, and Prosecutors, National White Collar Crime  
   Center 
  * CI132 OSINT Module 1: Advanced Search Engine Techniques, National White  
   Collar Crime Center 

* FC151 The Bank Act, National White Collar Crime Center 
* CI106 Ransomware: An Introduction, National White Collar Crime Center 
* FC100 Overview of White Collar Crime, National White Collar Crime Center 
* FC115 Introduction to Mortgage Fraud, National White Collar Crime Center 
* CS103 Digital Trust, National White Collar Crime Center 
* Data Validation of Digital Forensic Evidence, National White Collar Crime  

  Center 
* Metaverse, Web3, and Blockchain: Security Observations, National White  
 Collar Crime Center 
* Overview of IoT for Investigators and Examiners: What's in Your Toolkit?,  

  National White Collar Crime Center 
* CI107 Deepfakes: An Introduction to Synthetic Media, National White Collar  

  Crime Center 
* FC106 Responding to Transnational Elder Fraud, National White Collar Crime  

  Center 
* Secure Netflix, National White Collar Crime Center 

 
2022  * Mobile Device Forensics, International Association of Computer Investigative  
   Specialists 
  * Secure Chrome, National White Collar Crime Center 
  * Secure Snapchat, National White Collar Crime Center 
 
2021  * DF330 Advanced Mobile Device Forensics, National White Collar Crime Center 
  * DF205 SQLite Database Forenscis, National White Collar Crime Center 
  * DF100 Basic Digital Forensic Analysis: Seizure, National White Collar Crime  
   Center 
  * CI103 Basic Cyber Investigations:  Advertising Identifiers, National White Collar  
   Crime Center 
  * Building an Effective Insider Rick Management Program (Part 1 &2), National  
   White Collar Crime Center 
  * How to Convict a Child Pornographer, National White Collar Crime Center 
  * Forensics for Public Safety, National White Collar Crime Center 



  * Geo-Signals and Their Relation to Investigations, National White Collar Crime  
   Center 
  * Defenses in Child Exploitation Cases, National White Collar Crime Center 
  * New Insights Into Digital Video Forensics, National White Collar Crime Center 
  * DFIR Dictionary, National White Collar Crime Center 
  * Comparing iOS Logical vs. Full File System Extractions, Magnet Forensics 
  * Legal and Investigative Implications of Emojis, National White Collar Crime  
   Center 
  * Protecting Yourself While Conducting Internet Investigations, National White  
   Collar Crime Center 
  * Forensic Acquisitions and Data Content, National White Collar Crime Center 
  * Beyond Prosecution: Forensics for Public Safety, National White Collar Crime  
   Center 
 
2020  * CI 157 Mobile Digital Devices and GPS, National White Collar Crime Center, 
   Online Training 

 * FC 141 Human Trafficking Awareness for Law Enforcement Officer, National 
  White Collar Crime Center, Online Training 
 * FC 151 The Bank Secrecy Act, National White Collar Crime Center, Online 
  Training 
 * IA 099 Basic Analyst Skills and Requirements, National White Collar Crime 
  Center, Online Training 
 * FC 115 Introduction to Mortgage Fraud, National White Collar Crime Center, 
  Online Training 
 * IA 098 Introduction to Intelligence, National White Collar Crime Center, Online 
  Training 
 * osTriage Update: New features for v2.5, National Criminal Justice Training  
  Center of Fox Valley Technical College and Office of Juvenile Justice and  
  Delinquency Prevention, Online Training 
 * Open Source Intelligence for Online Investigations, National Criminal 
  Justice Training Center of Fox Valley Technical College and Office of 
  Juvenile Justice and Delinquency Prevention, Online Training 
 * Virtual National Law Enforcement Training on Child Exploitation, United States  

Department of Justice  
 

2019  * Mobile Device Forensics, International Association of Computer Investigative  
   Specialists, Online Training 
             * CI 220 Investigating Incidents involving UAV’s, National White Collar Crime  
   Center, Online Training 

 * Seizing Mobile Devices Part 1, National Criminal Justice Training Center of Fox 
  Valley Technical College and Office of Juvenile Justice and Delinquency  
  Prevention, Online Training 
 * Seizing Mobile Devices Part 2, National Criminal Justice Training Center of Fox 
  Valley Technical College and Office of Juvenile Justice and Delinquency  

   Prevention, Online Training 
 * Technology Facilitated Child Abuse Investigations, National Criminal Justice  
  Training Center of Fox Valley Technical College and Office of Juvenile  
  Justice and Delinquency Prevention, Online Training                                                                                                     
 * Digital Evidence Part 1, National Criminal Justice Training Center of Fox 
  Valley Technical College and Office of Juvenile Justice and Delinquency  

   Prevention, Online Training 



 * Digital Evidence Part 2, National Criminal Justice Training Center of Fox 
  Valley Technical College and Office of Juvenile Justice and Delinquency  

   Prevention, Online Training 
 * Technology Facilitated Crimes Against Children, National Criminal Justice  
  Training Center of Fox Valley Technical College and Office of Juvenile  
  Justice and Delinquency Prevention, Online Training 

  * DF091 Encryption, National White Collar Crime Center, Online Training 
  * PT100 Introducing Digital Evidence in Court, National White Collar Crime  
   Center, Online Training 
  * PT152 Search Warrants & Digital Evidence, National White Collar Crime  
   Center, Online Training 

 * Cloud Combat and Law Enforcement Access to Overseas Data, National White  
  Collar Crime Center, Online Training 

  * FC160 Elder Abuse Guide for Law Enforcement, National White Collar Crime  
   Center, Online Training 

 * CI108 Cyberstalking, National White Collar Crime Center, Online Training 
  * CI106 Apple Introduction, National White Collar Crime Center, Online Training 
  * CI151 First Responders and Digital Evidence, National White Collar Crime  
   Center, Online Training 
  * CI103 Introduction to Cell Phone Investigations, National White Collar Crime  
   Center, Online Training 
  * CI100 Introduction to Computer Networks, National White Collar Crime Center, 
   Online Training 
  * CI091 Introduction to Previewing, National White Collar Crime Center, Online  
   Training 
  * CI152 Search Warrants and Digital Evidence, National White Collar Crime  
   Center, Online Training 
  * CI131 Social Media Basics, National White Collar Crime Center, Online  
    Training 
  * CI104 Virtual Currency National White Collar Crime Center, Online Training 
  * CS 100 Introduction to Computer Networks, National White Collar Crime  
   Center, Online Training 
 
2018  * Axiom Examinations – AX200, Magnet Forensics, Online Training 
  * ICAC BitTorrent Investigations, National Criminal Justice Training  
   Center of Fox Valley Technical College and Office of Juvenile  
   Justice and Delinquency Prevention, Online Training 

 * ICAC Online Ads Investigations, National Criminal Justice Training Center of  
  Fox Valley Technical College and Office of Juvenile Justice and  
  Delinquency Prevention, Naperville, IL 
 * BitTorrent File Sharing Perspectives, Office of Juvenile Justice and 
  Delinquency Prevention, Online Training 

  * CI101 Understanding Digital Footprints, National White Collar Crime Center, 
   Online Training 
  * Social Networking Sites, Public Agency Training Council, Online Training 
  * Cellular Records Analysis and Mapping, Public Agency Training Council, 
   Online Training 
  * Social Networking Sites, Public Agency Training Council, online training 
  * Smartphone Technology and Forensics (+SMART), Public Agency Training 
   Council 
 



2017  * C110 The Dark Web, National White Collar Crime Center, Online Training 
  * CC225 Apple iDevice Forensics, National White Collar Crime Center,  
   St. Louis, MO 
  * CC215 Macintosh Triage and Imaging, National White Collar Crime Center,  
   St. Louis, MO 
  * CC315 Windows Artifacts, National White Collar Crime Center, Naperville, IL 

 * Understanding Wireless Networks, National Criminal Justice Training Center  
  Of Fox Valley Technical College and Office of Juvenile Justice and  
  Delinquency Prevention, Online Training 
 * Domain Names, National Criminal Justice Training Center of Fox Valley  
  Technical College and Office of Juvenile Justice and Delinquency  
  Prevention, Online Training 
 * Tools and IP Address Examinations, National Criminal Justice Training Center  
  of Fox Valley Technical College and Office of Juvenile Justice and  
  Delinquency Prevention, Online Training 

  * Roundup Suite of Tools, National Criminal Justice Training Center of Fox Valley  
   Technical College and Office of Juvenile Justice and Delinquency  
   Prevention, Online Training 
  * iCloud Technology, National Criminal Justice Training Center of Fox Valley  
   Technical College and Office of Juvenile Justice and Delinquency  
   Prevention, Online Training 
  * Peer to Peer Network Investigations, National Criminal Justice Training Center  
   of Fox Valley Technical College and Office of Juvenile Justice and  
   Delinquency Prevention, Online Training 
  * Introduction to Peer to Peer Network Investigations, National Criminal Justice  
   Training Center of Fox Valley Technical College and Office of Juvenile  
   Justice and Delinquency Prevention, Online Training 
 
2016  * Finding iCloud Artifacts in Smartphones, National White Collar Crime Center, 
   Online Training 
  * ICAC-CC 201 Intermediate Data Recovery and Analysis, US Department of  
   Justice/ Office of Juvenile Justice and Delinquency Prevention, Lincoln,  
   Nebraska 
  * Oxygen Essentials TRC115, Public Agency Training Council, Online Training 
  * Online and Social Media Investigations, Public Agency Training Council,  
   Champaign, Illinois 
  * Cell Phone Technology & Forensic Data Recovery + SMART, Public Agency 
   Training Council, Online Training 
 
2015  * ICAC Cybercop 101, Basic Data Recovery & Acquisition, National White Collar  
   Crime Center, Kansas City, Missouri 

 * Smartphone Forensics and Cellular Technology Certification + SMART, Public 
  Agency Training Council, Indianapolis, Indiana 
 * ICAC Cyber Investigation 101, Secure Techniques for Onsite Preview, National  
  White Collar Crime Center, Kansas City, Missouri 

  * Online Investigation and Tracking of Cyber Predators and Registered Sex  
   Offenders, Public Agency Training Council, Normal, Illinois 
 
 
 



2014  * Identifying and Seizing Electronic Evidence, National White Collar Crime  
   Center, Online Training 
  * Getting Past the iOS Passcode, Public Agency Training Council, Online  
   Training 
 
2013  * Smartphone Forensics and Cellular Technology, Public Agency Training  
   Council, Murfreesboro, Tennessee 
 
2011  * Cell Phone Technology & Forensic Data Recovery, Public Agency Training 
   Council, Indianapolis, Indiana  
  * Cell Phone Technology, Bloomington, Public Agency Training Council,  
   Bloomington, Illinois 
 
In addition, since beginning employment, I have attended numerous other trainings on various 
topics, including:  Interviewing, Hostage Rescue, Tactics, Investigations, Aquatic Deaths, 
Forensic Entomology, Public Presentation and other work-related topics. 
 
 

CERTIFICATIONS 
 

Current 
2020  Certified Cyber Crime Examiner (3CE), National White Collar Crime Association 
  Valid through May 2028 
 
2019  IACIS Certified Mobile Device Examiner (ICMDE), International Association of  
  Computer Investigative Specialists (IACIS) 
  Valid through 2028 
     

Past 
2018  Magnet Computer Forensic Examiner (MCFE), Magnet Forensics  
  +SMART – Public Agency Training Council 
 
2016  +SMART, Public Agency Training Council 
  Lead Homicide Investigator Re-certification, State of Illinois 
 
2015  +SMART – Public Agency Training Council 
 
2013  +SMART – Public Agency Training Council 
 
2011  Certified Lead Homicide Investigator, State of Illinois 
  Cell Phone Technology and Forensic Data Recovery, Public Agency Training  
   Council 
 
1998-2010  Certified Canine Handler, Canine Training Institute 
 
1997  Certified Firearms Instructor, State of Illinois 
 
1995  Certified D.A.R.E. Instructor – State of Illinois 
 
1994  Certified Law Enforcement Officer – State of Illinois, ISP Academy 
 



WORK EXPERIENCE 
 

5/2020 – Present FireTech, Inc., Digital Forensics & Cell Phone Analyst 
 
10/2020 – Present Tazewell County States Attorney’s Office, Special Investigator 
 
1993 – 10/2020 Deputy Sheriff, Tazewell County Sheriff’s Office 
 2015 – 10/2020 Internet Crimes Against Children Task force (ICAC) 
 2011 – 2016  Operation Copperhead Methamphetamine Task Force 
 2010 – 10/2020 Detective, Investigations Division 
 2010 – 10/2020 Tazewell County Major Crimes Task Force 
 2004 – 2010  Central Illinois Emergency Response Team (CIERT)  
 1998 – 2010  Canine Unit 
 1997 – 2000         Department Firearms Instructor 
 1995 – 1998  D.A.R.E. Instructor 
 
 

AWARDS 
  
 1998 – Deputy of the Year (Tazewell County Sheriff’s Office) 
 2006 – Medal of Valor (Central Illinois Emergency Response Team) 
 2007 – Medal of Commendation (Central Illinois Emergency Response Team) 
 2010 – Service Medal (Central Illinois Emergency Response Team) 
 2010 – Deputy of the Year (Tazewell County Sheriff’s Office) 
 2014 – Letter of Commendation (United States Attorney’s Office, Central District of  
  Illinois) 
 2015 - Letter of Commendation (United States Attorney’s Office, Central District of   
  Illinois) 
 

 
MOBILE FORENSICS EXPERIENCE 

* Conducted extractions and/or examinations on over 1,000 mobile devices since 2011.  Cases 
include: Homicide, Drug Induced Homicide, Sexual Assault, Child Abuse, Arson, Battery, 
Armed Robbery, Missing and Endangered Persons, and Narcotics investigations. 

 
* Used, and am familiar with, various mobile forensics software programs, including: CelleBrite, 

Oxygen Detective, Secure View 3 and 4, Magnet Internet Evidence Finder, Magnet 
Axiom, Device Seizure, Graykey.   

 
* Performed examinations of mobile devices for numerous Illinois agencies, including: Illinois 

State Police, Peoria Police Department, Pekin Police Department, East Peoria Police 
Department, Canton Police Department, Highland Police Department, Washington Police 

Department, Tazewell County Probation Office, Marquette Heights Police Department, Peoria 
County Sheriff’s Office, Woodford County Sheriff’s Office, North Pekin Police Department, South 
Pekin Police Department, Green Valley Police Department, Minier Police Department, Delavan 

Police Department, Tazewell County State’s Attorney Investigators, Hopedale Police 
Department, Tremont Police Department, Armington Police Department, Fulton County Sheriff’s 
Office. Manito Police Department, Mason County Sheriff’s Office, and the Peoria Multi-County 

Enforcement Group. 



PROFESSIONAL MEMBERSHIPS 
 
  International Association of Computer Investigative Specialists 

National White Collar Crime Center 
 
 
 


